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Abstract—Natural disasters and cyber intrusions threaten the
normal operation of the critical electric grid infrastructure. There
is still no widely accepted methodology to quantify the resilience
in power systems. In this work, power system resiliency refers
to the ability of the system to keep provide energy to the critical
load even with adverse events. A significant amount of work has
been done to quantify the resilience for distribution systems. Even
though critical loads are located in distribution system, transmis-
sion system play a critical role in supplying energy to distribution
feeder in addition to the Distributed Energy Resources (DERs).
This work focuses on developing a framework to quantify the
resiliency of cyber-physical transmission systems. Quantifying the
resiliency of the transmission network, is important to determine
and devise suitable control mechanisms to minimize the effects
of undesirable events in the power grid. The proposed metric is
based on both system infrastructure and with changing operating
conditions. A graphical analysis along with measure of critical
parameters of the network is performed to quantify the redun-
dancy and vulnerabilities in the physical network of the system.
A similar approach is used to quantify the cyber-resiliency. The
results indicate the capability of the proposed framework to
quantify cyber-physical resilience of the transmission systems.

Index Terms—Transmission resiliency, cyber resiliency, cyber-
physical resiliency.

I. INTRODUCTION

ARGE scale power outages caused by natural disas-
Lters (e.g., floods and hurricanes) and cyber-attacks (e.g.,
Ukraine attack) have highlighted the importance and urgency
to improve grid resilience of the US. According to [1], the
number of outages caused by severe weather is expected to
rise as climate change increases the frequency and intensity of
hurricanes, blizzards, floods and other extreme weather events.
Thus, in anticipation of such extreme events in future, it is
essential to build more resilient critical infrastructures [2]-[5].
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Resiliency studies focus on the ability of the system to with-
stand extreme events and focus on supplying critical/priority
loads. Change in resiliency metric of the system can be used
to make decision for investing limited resources wisely in
enhancing resilience. Metrics are being developed for both
the transmission and distribution systems. Several researchers
have focused on studying resiliency of the power system from
distribution system’s point of view like [6]-[16]. Disruptions
in distribution systems are more local as compared to disrup-
tions in transmission systems, which is a wide-area problem
impacting resilience of multiple distribution feeders. Thus, it is
very important to study the resiliency of transmission systems.
Authors in [17] and [18] focus on transmission resiliency
calculation based on a probabilistic approach under severe
weather-based adversaries. This paper aims to provide a frame-
work for quantifying the concept of cyber-physical resiliency
especially in transmission systems.

Recent power outages caused by cyber events such as
Ukraine Attack, have highlighted the importance and urgency
to improve grid resilience [19], [20]. Supervisory Control And
Data Acquisition (SCADA) are vulnerable to external remote
cyber threats as discussed in [21]. Cyber vulnerabilities that
exist in the SCADA and Energy Management Systems (EMS)
have been discussed in [22]-[24]. Certain methods to assess
vulnerabilities in the cyber network of power system have been
discussed in [25]-[27]. According to 2015 Dell Security Annual
Threat Report, the world-wide SCADA attacks increased from
91,676 in January, 2012 to 675, 186 in January, 2014. This
risk was exemplified on December 23rd, 2015 in Ukraine [28].
Cyber vulnerability in SCADA devices at the substations is
being recognized as one of the critical issues [29] as any
planned attack on substations may lead to cascading outages
in the power systems [30]. Cyber attackers could spend a long
term to conduct illegal reconnaissance activities such as port
scanning and spear phishing, and to exploit existing vulnera-
bilities. After gaining critical information and controllability
of the target substation, attacker can launch disruptive cyber
attacks easily. For an example, the Stuxnet malware was used
to compromise power facilities after years of reconnaissance
activities [31], [32].

Intelligent electronic devices (IEDs) and in general, mea-
surement devices with embedded communication and data
processing, are used for different levels of control and pro-
tection in power systems. IEDs and associated cyber systems
are subject to above vulnerabilities. Cyber-physical resiliency
metric will help in decision making to patch some of the
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vulnerabilities or isolate some of the cyber assets in operation
as needed driven by metric.

We believe our work is one of the first to define ‘system
characteristic based cyber-physical resilience’ for transmission
system instead of limited existing work on performance-based
metrics. The main contributions of this paper are as follows:

« Factors affecting cyber-physical resiliency of transmission

systems are outlined and computed.

« A framework for quantifying the effect of physical infras-

tructure on resiliency is proposed.

o A framework for quantifying the effect of cyber infras-

tructure on resiliency is proposed.

o A framework for integrating factors for quantifying the

cyber and physical resiliency.

« Validation of the developed resiliency framework through

case studies.

The resiliency metric framework proposed in this work does
not consider power system dynamics and transient behavior
during switching actions following our definition. The pro-
tection system in the network is assumed to be capable of
changing network topology, loops, and reverse power flows.
The resiliency metric is calculated after the protection system
actions and is useful for providing situational awareness to
the operator and assist in performing corrective control action
after an event.

II. PHYSICAL RESILIENCY METRIC

The term resilience has been used in various disciplines
in their own respective applicable systems like ecological
systems, social systems, organizational systems. Each dis-
cipline has its own way of defining resiliency, ecological
systems [33], economic systems [34], social systems [35]. All
these definitions have a similar concept for resiliency but with
domain-specific differences.

The challenges in quantifying resiliency for transmission
systems unlike distribution systems are:

o Transmission networks are usually meshed networks as
compared to distribution networks which are mostly
radial in nature.

o Transmission networks have multiple sources of power
supply that need to be taken into account while estimating
the performance of the system.

« Meshed topology creates redundancy in the network paths
and hence needs to be taken into account.

o All transmission-level substations can have criti-
cal/priority loads. Thus, a single metric cannot asses
resiliency of all critical/priority loads in a transmission
network.

Definition: Cyber-physical resilience is the ability to avoid
or withstand grid stress events without suffering operational
compromise or to adapt to and compensate for the resultant
strains so as to minimize compromise via graceful degradation.

Our definition of cyber-physical resilience for transmis-
sion grids is adapted from the recent Department of Energy
(DoE) publication on the definition of resilience [36]. Our
proposed resilience metric thus aims to quantify the ability
of the transmission grid to supply power to its critical loads
at all substations, in the face of grid stress events.
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The physical resiliency metric is quantified based on a
mix of infrastructure and operational indices. The various
attributes that are used to define the physical resiliency of the
transmission system include:

« Network configuration of the system

o Redundancy in the system (both network and source)

o Vulnerability due to repeated use of a particular resource

« Physical stability of the system

o Variability and availability of the power supply

The developed physical resiliency metric comprises of four
components:

1) Source-Path-Destination (SPD) index

2) MW availability index

3) MVAr availability index

4) Loss of Load index

It is important to note here that these carefully selected fac-
tors are included in the calculation of resiliency for power
grid network based characteristics to impact resiliency such
as: line outages, bus outages, generator and load outages,
loss of multi-circuit lines, network reconfiguration, etc. As
the proposed physical resiliency index will be a integration
of different possible factors (as explained later in this sec-
tion), additional factors can be added to suit specific systems
under study.

A. Source-Path-Destination Index

The power grid is a complex network structure that nat-
urally lends itself to be analyzed as a graph. Power grids
have been analyzed as complex network graphs in litera-
ture [37]-[40], and a number of topological metrics that affect
performance have been proposed [37], [41], [42]. For our defi-
nition of resilience, the topology of the power grid is important
to ensure that the critical loads at all substations are sup-
plied with multiple possible paths. Considering that resilience
becomes important in stressed grid conditions, a topology-
based metric is important to analyze the changing nature of
the topology, and its effect on resilience. The SPD index is a
topological-structure-based index that includes various factors
like multiple transmission paths from source to feeder, redun-
dancy in generation sources, multi-circuit transmission lines,
vulnerability in transmission lines due to repetitive occurrence
in all transmission paths. The SPD index is mathematically
computed using the below formula:

Ng
SPD index = Z

i=1

¢
BVI;  HI; * (1 4 Average cost;)

)

where,

‘k;’ is the k-number of paths from a MW source ‘i’ to
destination substation

‘BVI;’ is the Branch Vulnerability Index

‘HI;” is the Hops Index

‘Average cost;” is computed in terms of electrical distance
of the network

‘Ng’ is the total number of MW sources

The formulation in Eqn. (1) is an empirical formulation
driven towards measuring the effect of topology changes on
the ability of the grid to supply critical loads. In particular,

Authorized licensed use limited to: b-on: Universidade de Coimbra. Downloaded on April 27,2025 at 07:13:17 UTC from IEEE Xplore. Restrictions apply.



5116

Create a weighted
network graph

i Find kth path_fror‘n
source to destination

}

Calculate inverse
of average cost

average cost<
hreshold

Fig. 1. Flow chart for computation of k-shortest paths.

when considering the power grid as a graph, the SPD index
is an extension of the edge connectivity of the graph. The
edge connectivity represents the maximum number of edges
that can be removed while still having a complete graph and
a way to measure redundancy in number of possible paths
to supply critical loads. The effect of the individual topology
metrics on the connectivity is straightforward [37], [42], and
the SPD index provides a framework to combine them for
studying resiliency during extreme events.

1) Calculation of K-Number of Paths From a Source to
Destination: Transmission systems have multiple generators
connected in the system. All these generators could be used
to supply a lumped load connected at the end of transmis-
sion substations. It becomes computationally very expensive
to compute all paths between all generators and a load sub-
station. Thus, only k-number of paths are chosen based on
the contribution of each path towards mean electric distance
between a generator and feeder substation. The assessment is
based on the k-shortest paths algorithm [43]. This algorithm is
used to calculate &k number of paths between a MW generation
source and a destination substation. The number & is based on
the number of paths that contribute to the average cost between
a MW generation source and destination load substation. In
this paper, impedance of transmission lines is used as the cost
factor. After a certain k number of paths, the inverse of aver-
age impedance becomes constant. The algorithm to compute
the k paths is shown in Fig. 1.

For instance, in case of IEEE 14 bus [44] system, (Fig. 2),
it is observed that there are a total of 60 paths from generator
at bus 1 to load substation at bus 12. The k-number of paths
that contribute to the average cost of these paths is 18.

2) Calculation of BVI: Branch Vulnerability Index is com-
puted to reflect the vulnerability in the physical network due to
repetitive occurrence of the transmission lines/transformers in
the k-number of paths, i.e., if a particular transmission lines
occurs in all k-number of paths between a generator and a

IEEE TRANSACTIONS ON SMART GRID, VOL. 11, NO. 6, NOVEMBER 2020

1.6
14 o 3 G 1
) ® Gen-2
1.2
=
w
S 1
)
© 0.8
g
K 06
—
0.4
L]
0.2
L]
0
0 20 40 60 80
Number of paths (k)
Fig. 2. k-number of paths for bus 12.
Bus1 Bus 2 Bus 3 Bus 4
| | | |
| | |
Bus 5
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TABLE I

COMPUTATION OF BVI FOR 5 BUS TEST SYSTEM

Lines a0 Dl

$.No. From Bus To Bus k
1 1 2 2 1.0

2 2 3 2 0.5

3 4 5 2 0.5
4 3 4 2 0.5
5 2 5 2 0.5
BVI 3.0

feeder substation, then that particular transmission line has a
higher impact on resiliency as compared to other transmis-
sion lines. This index also takes into account the effect of
multi-circuit transmission lines in the system.

BV =Y (""k/ p) )

NL

where,

‘BVI;’ is the Branch Vulnerability Index for k-number of
paths between MW source i and destination substation

‘ng’ is the number of times a branch occurs in k-number of
paths between MW source i and destination substation

‘p’ is the number of parallel lines in a multi-circuit trans-
mission line

‘k;’ is the k-number of paths between MW source i and
destination substation

Fig. 3 shows a test system to illustrate the various metrics
used in the calculation of physical resiliency.

Table I shows the BVI computed for the 5 bus test system. It
can be observed here that k = 2 as there are only two alternate
paths from MW source to destination load. The value of ‘p’ is
1 here as there are no multi-circuit lines in the test system. The
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Fig. 4. SPD index for various cases in the 5 bus test system.

line 1 —2 occurs in both these alternative paths and hence has
a greater contribution to the BVI of the system as compared
to other lines.

3) Calculation of HI: Hops Index is computed to reflect the
vulnerability due to number of transmission lines connecting
a generator and a substation and calculated as follows:

3)

where,

‘HI;’” is the Hops Index for k-number of paths between MW
source i and destination substation

‘ny’ is the number of hops (transmission lines/ transformer)
in the kth path between MW source i and destination

‘k;” is the k-number of paths between MW source i and
destination substation

For instance, the Hops Index for 5 bus system, (Fig. 3) is:

HI = ﬂ =3
2

Once, all the individual metrices (k paths, BVI, HI) are
calculated, these can be combined together to form the SPD
index. Fig. 4 shows the SPD index calculated for different
operating cases in the 5 bus system.

B. MW Availability Index

This index is based on the physical availability of MW
sources for critical loads in the system. For example, a coal
or hydro-based generator has a higher availability factor as
compared to solar or wind based generator due to natural varia-
tions. The availability factor may also include factors like ramp
rate of generators. The MW availability index is calculated as:

MW availability index

. % MW availability; * Availability Factor;
i=1

“4)
Total MW load

where, ‘Ng’ is the total number of MW sources

The ‘MW availability’ is calculated as the difference
between MW capacity and the actual MW used in the system
based on the measurements from the SCADA/PMU.

The ‘Generator availability (GA)’ could be computed based
on reliability analysis of generator [45].

5117

C. MVAr Availability Index

This index is based on the ability of the system to control
voltage at a substation so that an acceptable voltage profile is
maintained. Only those sources of reactive power are consid-
ered for a particular load bus that are included in its voltage
control area. The voltage control area is computed based on
electric distance (based on Jacobian matrix) and hierarchical
classification algorithm [46]. The MVAr availability index is
computed as:

MVAr availability

MVAr availability index = ) —=——mmd - (5)

Nrr

where,

Nrr is the total number of reactive reserves available in the
voltage control area of the substation.

‘MVAr availability’ is calculated as the difference between
MVAr capacity of the available reactive power reserves and
the actual amount of MVAr used based on the measurements
from the SCADA/PMU.

D. Loss of Load Index

This index is computed to factor-in the amount of critical
loads being supplied as compared to the total critical load at
each substation. The loss of load index is computed as follows:

Actual Critical load supplied

Loss of load index(LoLI) = —
Total critical load

(6)

E. Formulation of Physical Resiliency Metric: AHP
Formulation

Four factors that contribute to the physical resiliency score
have been described. These parameters can be considered as
a tuple that describes that physical resiliency. However, oper-
ators in control centers might prefer a single intuitive score
that can be used to quickly understand the state of the system.
Hence, these metrics are integrated using a Multi Criteria
Decision Making (MCDM) problem framework which allows
the operator to weight individual parameters according to
their requirements or automatically following AHP. Analytical
Hierarchical Process (AHP) method [47], can be used to solve
this problem and user can evaluate the importance of each
criterion. The scale of importance can be based upon discus-
sion with experts based on the fundamental scale as shown
in Table II. Although the final resiliency score is reported
as a single number, it will be easy to understand the con-
tributions of individual parameters to the resiliency once the
weights are calculated. The flexibility to assign weights also
allows easy implementation of the metric for different systems.
Additionally, all the factors are directly accessible, if needed
and for root cause analysis. Another important point to note
here is that CP-TRAM is computed for each bus separately, so
effect of geographical distance or changing environment will
not be a factor.

The AHP generates a weight for each evaluation criterion
according to the decision maker’s pairwise comparisons of the
attributes [47]. All the above mentioned computed indices are
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TABLE 11
FUNDAMENTAL SCALE USED FOR PAIRWISE MATRIX IN AHP

Intensity of

Importance (a ) Definition

7 and k are equally important
7 is slightly more important than k
j is more important than k
7 is strongly more important than k
7 is absolutely more important than k

O W —

integrated using AHP to compute a single physical resiliency
metric at each transmission-level substation.

III. CYBER RESILIENCY FOR TRANSMISSION SYSTEM

There is a need to develop a cyber resiliency metric along
with physical resiliency metric to provide quantitative insights
into ability of communication and cyber system to ensure
operational resilience. The topology of the power system and
the communication system are assumed to have isomorphic
graph structure. This means that the structure of the network
topology for the two systems remains broadly same in this
study and can be changed based on the real system configura-
tion. This assumption can be supported by industrial practices
where for the high voltage networks the communication topol-
ogy is typically point-to-point fiber based Synchronous Digital
Hierarchy (SDH) networks [48], [49]. Considering the isomor-
phic nature of the topology, we derive parallels between the
factors affecting the physical resiliency and communication
resiliency. Hence, our cyber resiliency score is a measure of
the ability of the cyber system to support the physical power
grid to supply its critical loads in face of grid stress.

It has been commonly observed that the organizations
are reluctant to change their security policy or patch their
machines even in the face of evidence that their network is vul-
nerable to attack. For example, an organization may choose to
keep an FTP server open, or give its employees remote access
to files and ability to work from home.

The Common Weakness Enumeration (CWE) [50] frame-
work classifies software security weaknesses, and has arranged
the weaknesses into lists based on their types. With the
increase in attack surface, various defensive tools are emerg-
ing, such as improvised fire-walls, intrusion detection system
(IDS), anomaly detection system (ADS), etc. Such defen-
sive tools try to stop malicious activities by monitoring and
analyzing the transmitted data packets.

The physical resiliency score is computed for individ-
val buses at the transmission level. Similarly, to compute
the cyber resiliency score, we consider a detailed substation
cyber model, based on the defense-in-depth (DID) model.
The defense-in-depth model is a well known security archi-
tecture [51] across various domains, and especially in the
industrial control systems (ICS) domain. The DID model
secures the system by creating multiple security barriers
between the mission critical physical components and the
public network. DID model is implemented by creating log-
ical layers of separation between various components and
Information Technology (IT) and Operations Technology (OT)
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TABLE III
COMPARISON OF PHYSICAL & CYBER RESILIENCY METRIC

Factors affecting Physical re- Factors affecting Cyber
siliency resiliency
Network configuration of the Network configuration of the com-

munication network

Redundancy in communication
network(e.g., star topology, point-
to-point topology)

Number of security mechanisms

power system network
Redundancy in paths/sources

Number of hops (transmission
lines, transformers, etc.)
Vulnerability in transmission lines
due to its repetitive occurrence in
k-paths

MW availability in the system

Possible attack paths to an attacker
(point of access to end devices)

Available bandwidth in the com-
munication network

Latency in the communication net-
work

State of the device (whether it is
compromised or not)

MVAr availability in the system

Loss of critical loads

layers. A representative model of a substation is shown in
Fig. 5.

Measuring the resiliency level of the cyber system in the
substation can aid system engineers to revisit the network
design for achieving satisfactory levels of security. The
proposed cyber resiliency metric for transmission systems is
analyzed analogous to the physical resiliency metric for the
network part, as the graph structure of the two systems are iso-
morphic. Also, the objective of the physical and cyber metric
are both to measure the ability of the grid to supply its critical
load, and hence similar factors affect both systems. The com-
parison between the physical and cyber systems are described
in Table III.
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TABLE IV

Some of the factors that affect the cyber resiliency metric
include:

o Quality of Service (QoS)

o Vulnerabilities in the communication network

« Security mechanisms deployed in the network.

A. Quality of Service (QoS)

Quality of Service (QoS) is essential to ensure that the con-
trol commands reach the desired end node in a timely and
accurate manner. Hence we consider that QoS metrics such as
latency, jitter, and packet drop in our cyber resiliency score.
The traditional QoS in system communications is based on the
latency and data rate [52]. Thus, the parameters measuring
QoS depend on the topology of the communication archi-
tecture used in the system. For example, the different types
of Ethernet switch based architecture include: cascaded, ring,
and star or combination of either of them. Table IV lists a
comparison of various architectural implementation and their
implications of latency, redundancy, etc. It can be observed
that a basic star architecture may provide the least latency
in the communication network but may result in very low
redundancy, i.e., if a communication link between an IED and
router switch is lost then it would result in complete loss of
communication. On the other hand, if a redundant ring struc-
ture is implemented (that provides high redundancy), it results
in higher cost and latency. Thus, a balanced architecture is
selected based on the timing requirements of the application.

Along with latency and bandwidth, the QoS requirements
also consider Confidentiality, Integrity and Authentication of
the communication messages. The messages such as trip com-
mands, interlocking, are sent via GOOSE messages in a
substation. Thus, these messages are time critical and need
to be highly reliable. Thus, it is a challenge to meet both
the security and timing requirements as the use of security
mechanisms adds overhead time.

COMPARISON OF DIFFERENT ARCHITECTURAL IMPLEMENTATION OF
ETHERNET-BASED COMMUNICATION NETWORK

Configuration Implementation Cost Latency Redundancy
Cascaded simple low high none
Ring complex medium high low
Star simple medium low none
Star-Ring complex high low medium
Redllmdam complex high medium high
ring

B. Vulnerabilities in the Communication Network

There may be several vulnerabilities in the existing commu-
nication infrastructure deployed in a smart substation. One of
the ways to explore the consequence of these vulnerabilities
is to form an attack graph. An attack graph is a representation
of the paths an attacker can take to exploit vulnerabilities in
the network. This give an insight to the various attack paths
available to the attacker, i.e., point of access to end devices.

From the DID substation model, an attack graph is gener-
ated. The end goal for the attack graph is to compromise the
physical power system by sending a malicious trip command
to the relay. The attack graph for our DID substation model
is shown in Fig. 6. Based on the attack graph, an attackability
score is generated. The attackability score is considered to be
the ratio of the actual network paths connecting the attacker
to the target node to the attack paths, as shown in Eqn. (7).

. Number of network paths
Attackability = . (7)
Number of attack paths

C. Security Mechanisms Deployed in the Network

In this section, we assess the security measures deployed
in the cyber infrastructure of the substation quantitatively to
include in the cyber resiliency metric. A security graph based
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technique is used to quantify the effect of security mecha-
nisms deployed in the system. The security graph is similar
to an attack graph wherein the vulnerabilities are replaced
with security mechanisms. In the security graph, the paths
between two communication nodes (e.g., between a RTU and
a station bus router) are weighed based on the security mecha-
nisms being used in between these two communication nodes.
The weight of the path reflects how secure the communication
paths is between the nodes as compared to other communi-
cation paths. The weights are assigned based on a multi-level
AHP.

The security mechanisms deployed in the substation may
be broadly classified into the following categories:

1) Authentication mechanisms

2) Monitoring and logging security mechanisms

3) Access control mechanisms

4) Encryption of data using cryptography techniques

5) Attacker capability and knowledge

6) Employee preparedness and training

Table V shows the security mechanisms considered, and a
simple (Low, Medium, High) distinction that can be used to
assign weights to the security mechanisms.

In the first level of AHP, the categories are listed in the
pair-wise comparison matrix and weights are found based on
the user’s choice and preference. Once the weights for the
security categories are found, security mechanisms in each
security category is then listed in the pair-wise comparison
matrix of the AHP in the next level. In this way, a multi-level
weightage is found to the security mechanisms deployed in the
network. A detailed discussion on how the weights assigned
in described in the following section. The path with lowest
security mechanisms from the attacker’s point of access to
the control IEDs (as an example of attacker’s target) is found
and is considered to be characteristic path for that device w.r.t
security point of view. The security scores of each control IED
at a substation are then combined to obtain a single score for
a substation known as attack-ability score using the following
equation:

The Security score is then defined as,

2 (SM; x AHP Weight)

Security score = (8)
Impact value

where,

Impact value is calculated based on the amount of utilization
of the transmission lines if that particular IED is taken out of
service. The impact value is given as:

P

Impact value = Z ©))

- max
lines

where,

P is the amount of power flowing in each line after the IED
is taken out

Pmax is the maximum rating of that line

The Attackability and Security score are combined as a
weighted sum, where the weights can be assigned by the user
as defined in Eqn. (10). This score is computed for each indi-
vidual substation, and then can be aggregated as an average
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30 bus test system.

for all substations, creating a system cyber resiliency score.

Cyber resiliency = (wj * Attackability,)

+ (wz * Securityi) (10)

An important consideration for cyber resiliency is the con-
cept of “safe partition” or “airgap” between the IT and OT
networks. While many power grid assets are separated from
the Internet, some assets are discovered online, as evidenced
by resources such as Shodan. Safe partition can be mod-
eled through cyber graph network and considered in cyber
resiliency metric. In addition, the following concerns exist -

1) Airgapping might not be foolproof as some utilities

might not follow the recommended practice

2) Vulnerabilities exist (and are being discovered) that

allow for bridging between networks

3) Even in best case scenario, airgap does not prevent

insider/hardware (such as USB)/supply chain based
attacks

Hence it is important for utilities to keep track of
their cyber-resiliency even if they are practicing partitioning
methods.

IV. RESULTS
A. Case Study for Physical Resiliency

To demonstrate the proposed physical resiliency metric, the
methodology is implemented on IEEE 30 bus system [44] as
shown in Fig. 7.

Once, all the inputs are obtained, all the individual indices
can be calculated and combined to form a single physical
resiliency metric at each substation. Various events were sim-
ulated and the physical resiliency was estimated for each case
as shown in Fig. 8. For the ease of explanation, it is assumed
that critical/priority loads are located at buses 14, 17, 21,
and 30. It can be observed that for events that deteriorate the
performance of the system the physical resiliency metric also
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TABLE V
LEVELS OF SECURITY MECHANISMS DEPLOYED IN SUBSTATIONS

Security

Mechanism Description Low Medium High
SM1 Authentication No authentication Role based Multi-factor
- . . . Security Information and
SM2 Monitoring No monitoring Intrusion Detection System (IDS) Event Managment (STEM)
SM3 Access control General firewall Intrusion Protection System (IPS) Firewall + Virtual Private Network (VPN)
SM4 Data integrity No encryption Low level (asymmetric key encryption) High level (symmetric key encryption)
SMS5 Attacker capability Low Medium High
SM6 Employee Preparedness No training Educational programs Planned penetration testing and training

+-Bus 30

—~-Bus 21

—-Bus 17 —~-Bus 14

Physical Resiliency metric for
various event cases

0 1 2 3 4 5 6
Event Cases

Fig. 8. Variation of resiliency metric at different buses for various event
cases. Event Case 1: Normal Operating scenario (base case); Event Case 2:
Line 14 — 15 is taken out; Event Case 3: Line 2—6, 6—28, 10—20 & 12—16
are taken out; Event Case 4: Double circuit lines in line 2—5, 12—15, 27—28;
Event Case 5: Additional Wind generator at bus 15; Event Case 6: Loss of
load at bus 30.

goes down (with respect to the base case). The cases that
deteriorate the resiliency include: loss of transmission lines
(case 2 and 3), loss of load (case 6). On the other hand, for
cases where the system is enhanced using double circuit lines
or additional generator, the physical resiliency goes up (with
respect to the base case). The cases that enhance the resiliency
include: double circuit lines in transmission lines (case 4),
additional generator (case 5).

For event case 1, i.e., normal operation of the system, the
physical resiliency metric at all buses is equal to 1. In the event
case 2, wherein line 14 — 15 is taken out from the system, the
resiliency metric at buses 14 and 30 reduces to 0.9084 and
0.9261 respectively. On the other hand, the physical resiliency
metric at buses 17 and 21 remains almost same. This shows
that the outage of line 14 — 15 doesn’t affect buses 17 and 21.
In the event case 3, wherein lines 2 — 6, 6 — 28, 10 — 20 &
12 — 16 are taken out, the physical resiliency metric reduces
at all the buses as seen from Fig. 8. In case of events 4 and
5, where additional components are built-in the system, it can
be observed that the physical resiliency metric improves and
helps to increase the resiliency of the system at all buses of the
system. In event 6, due to some fault, a part of priority/critical
load at bus 30 is shed. This results in significant reduction (due
to Loss of Load index at bus 30) of physical resiliency metric
at bus 30 to 0.6604, whereas, the physical resiliency metric at
all other buses remain same (similar to basecase).

As a case study, a low probability event is studied here for
the same 30 bus system as shown in Fig. 7. For this case, it
is assumed that bus 5 has a critical/priority load of 40MW

TABLE VI
RESILIENCY ANALYSIS OF 30 BUS SYSTEM AT BUS 5 DURING VARIOUS
OPERATING CONDITIONS

SPD MW MVAr LOL Resilienc
index index index index y
Normal operating , (o) 696 2727 1.000 1.000
condition
Bus 2 outage with
normal load 0.505 0.929 2.215 0.511 0.486
shedding scheme
Bus 2 outage with
improvised load 0.505  0.981 2.893 1.000 0.821

shedding scheme

and 5 MVAr out of the total 94.2 MW and 19 MVAr load. A
severe outage event occurs, resulting in outage of: lines 1 —2,
2—-4,2—-5,2—6, and Gen-2, resulting in outage of Bus
2 in the system. This results in a severe instability condition
and a load shedding scheme is initiated to save the system
from a collapse. In this study, two different load shedding
schemes have been implemented - a) A normal load shedding
scheme, wherein resiliency factor is not taken into account;
b) An improvised load shedding scheme, wherein resiliency
factor is taken into account. These load shedding schemes act
as Special Protection Schemes that are triggered in the advent
of emergency conditions. The normal load shedding scheme
results in a shedding of 74.2 MW of load at bus 5. This results
in decrease of physical resiliency at bus 5 of the system to
0.486. But in the case of improvised load shedding scheme,
wherein, the system collapse is prevented by shedding a part
of load at bus 5 along with shedding of load at bus 7. In this
scenario, the physical resiliency at bus 5 is 0.821. The results
for this study are shown in Table VI.

B. Case Study for Cyber Resiliency

The IEEE 14 bus test system is taken as a reference for
this case study. The cyber resiliency analysis is done for bus
2 as an example. The single diagram for bus 2 is shown in
Fig. 9. The substation consists of 6 circuit breakers connecting
4 transmission lines, a load and a generator to the bus.

The IED configuration for this substation is listed in
table VIL It can be observed that there are a total of 6 bays
in the substation. With reference to the substation automation
design in [53], it is considered that there are redundant pro-
tection IEDs (one for main protection and other for back-up
protection) and only one control IED for each bay. An instance
of the security graph is shown in Fig. 10.
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Fig. 9. Single line diagram of substation at bus 2 of IEEE 14 bus system.

TABLE VII
IED CONFIGURATION FOR SUBSTATION-2 OF IEEE 14 BUS SYSTEM

Name of Bay Control IEDs Protection IEDs
Gen-2 1 2
Load-2 1 2

Line 1-2 1 2
Line 2-3 1 2
Line 2-4 1 2
Line 2-5 1 2

CONTROL
CENTER

WORK
STATION

Soo Yoo

D) &y § ) ) §
P-IED1 P-IED2 ygpy  P'ED1 P-IED2 C-IED1  P-IED1p-IED2 C-IED1

Fig. 10. Security graph.

Two instances of the same substation at bus 2 (A and B)
with different security mechanisms deployed in the network.
Substation A and B have the security mechanisms as shown
in table VIIL. It is to be noted here that these pair-wise com-
parison matrices are an instance for this case study and can
be varied based on user/application. The security score for the
substation for instances A and B are calculated to be 22.78 and
76.72. The attackability score is calculated based on Eqn. (7)
as 1/3. The number of attack paths is 3, as the other 2 are
not network based attacks, and the network path is only 1,
as the attacker has to compromise the defense depth to gain
access. Finally, the cyber-resiliency score is calculated to be
11.55 and 38.52 respectively, with equal weightage for both
attackability and security scores.
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TABLE VIII
COMPARISON OF SECURITY MECHANISMS DEPLOYED AT DIFFERENT
INSTANCES (A AND B) OF SAME SUBSTATION

Substation A Substation B

SM1 Default authentication
SM2 DS

Multi-level authentication
SIEM

SM3  IPS, Traditional firewall — IPS, Improved firewall, VLAN
SM4 Asymmetric key Symmetric key
Obsolete security Regularly patched security
SM5 - .
mechanism mechanism
SMe Educational programs Educational programs,

defense in depth approach

TABLE IX
PAIR-WISE COMPARISON MATRIX FOR DIFFERENT CATEGORIES OF
SECURITY MECHANISMS

SM; SM, SM; SM; SMs; SM;
sM; 1 3 us 3 5
SM, 3 1 1/3 1 3 5
SMy 5 3 1 3 5 7
sSMy 7 1 1/3 1 s 7
SMs 13 13 15 155 1 3
SMg 15 U5 17 17 13 1

V. CONCLUSION

The growing inter-dependence of physical power systems
on Information Technology (IT) has emphasized the need to
study cyber-physical aspects of power systems. In this paper,
a novel method for quantifying cyber-physical resiliency is
proposed for the transmission electric grid. The cyber-physical
resiliency metric is based on both operational and infras-
tructural components such that these metrics are updated in
real-time with changing scenarios. Developed framework can
be easily extended for integrating additional factors impacting
resiliency. The resiliency analysis approach is tested and vali-
dated on different test systems and the results are discussed in
detail. Root cause analysis for observed change in resiliency
and decision making for enhanced resiliency will be one of
the future efforts.
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